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[TPOBJIEMDbI

* YTOMUTENBbHAA perncTpauus B 00nbLLOM
KOJIMYECTBE PECYPCOB, XPAHEHNE YYETHBIX
OaHHbIX MoNb3oBaTeENA ANs KaXXgoro pecypca.

e Hanun4yne HeHageXXHbIX N YCTapeBLUUX OaHHbIX O
Nonb30BaTensax B caMmnx pecypcax.

e Obe3nnYeHHbIN npoLecc gocTyna npu
aBTopusaumm no |P agpecam opraHusauuu,
npobnembl cMeHblI |P.

 Puckn HapylieHusi 3akoHogaTeNbCcTBa O 3alnTe
NepcoHasribHbIX AAHHbIX.

* BbicOKass cTOMMOCTb OOCnyXXuBaHuUs

— NOAMACOK Ha 3TTCKTPOHHBLIC PECYPCHhI.
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MCTOPUA CUCTEM
MAEHTUDOUKALINM

* /I3onupoBaHHbLIe aKKayHThI
 LleHTpann3oBaHHble Oa3bl AaHHbIX
nofib3oBaTeneun
 LDAP, SQL
 TexHonorum eguHOro Bxoaa
 Kerberos, PKI un gp.
« OegepaTtmBHasa aBTopusaungd
« SAML, OpenlD, Shibboleth




OEQEPATUBHASA
MAEHTUDUKALINA

¢« JTO 0000LLEHUE aNnrOPUTMOB €4AUHOro
BXoA4a

 HeT XXeCTKOM NPUBA3KN NCTOYHUKOB
AaHHbIX O NONb30BaTeNAX K
NPUIIOXEHUAM UK cryxobam

 HeT npeanonoxeHun o goBepun K
UCTOYHMKAM OaHHbIM




Security Assertion Markup Language
(SAML)

JJOoCnoBHO: «fI3bIK pa3zMemkKu
ymeep)xdeHuu

o 6ezonacHocmuy.

XML-npoTtokon odbmeHa TOKeHamMu
6e3onacHocTu mexay SAML-
ncroyHukom IdP (npoBanpgepom
AaHHbIX O nonb3oBaTtensax) u SAML-

-KkAaneHroM—SP(RpoBangepompecypeoB)
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I
OEAQEPALMA AOCTYNA

 Perncrtpauuna nonb3oBartens NPOUCXOANUT TONbKO
OAMH pa3, a UMeHHO B «JJomawHen OpraHmsaummn»

* [lpouecc ayteHTUdMKaumMm Bcerga BbINONHAETCS
OomawHen OpraHnsauueun nonb3oBartens, Bce
pecypcbl Pegepaunn OOCTYMHbI NONb30BaTeNAM C
€AVHCTBEHHbIM HAaOOPOM YYETHbIX AaHHbIX.

Y onepaTtopoB pecypcoB HET NOTPeObHOCTU B
perucrpauum HOBbIX NONb30OBaTesneu,
HeobxoanMyo UH(pOpPMaLIMIO OHM NONYYaloT OT
JomawHen OpraHmsaumm nonb30BaTens.

 [lpaBuna pocrtyna, popmupyembie Pecypcom,
Oa3unpyroTca Ha nony4yaemoun nHcpopmauum o
nonb3oBaTersne.
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gEDUrus

www.fedurus.

gEDUru'i%

Boibepwute Bawy OpraHvzaumio

UToOk!l NONYYWTE OOCTYN K PeCypCcy Ha CepEepe 'manager. fedurus.ru', Noxanyncra, euibepuTe
Opradvsaurio, © KoTopod Bel abdMnKMpoBaHbl.

Beegute Hazeadwe Bawed Opraqwiaim b4 v 5 Bribpate

[ ] 3anomHKTE BeibOp ANR Tekylwel ceccuk Opayzepa.
[ ] 3anomHKTE BbiDpaHky OpradMzauMi M, B JanbHerlweM, NPoNYyCcKaTe AaHHLIA CepBMC.

pEDUrus npenocTaBnaeT yHUKaNLHbe, MHHOBALWOHHLIE MHTEPHeT CepBWChl MoNbL30BaTenAM
pPOCCHIACKWX 00pazoBaTeneHbiX U Hay4YHO-WMCCNeaoBaTenLCKMX OpraH1zaumia
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www.fedurus.

¥YcraHoeka Shibboleth 2.4 Identity Provider, Tomcat u Apache

gEDUrus

Independent translation of @EDUrus AAI Teafl bafled the following original: Install Shibboleth 2.4 Identity Provider, Tomcat and Apache

B 4aHHOM MHCTPYKUMW MCNONLIYKTCA MaTepuans M3 gokyMenTa Install Shibboleth 2.4 Identity Provider, Tomcat and Apache.
Debian 7.0 (wheezy)
AAI Team

(pEDUrus)

2013-07-03 18:47:09 +0200

OrnaBneHue

1. BBepgeHue

2. 0630p

3. O6na3aTenbHble TpeboBanua
4. Java - yCTaHOBKa

5. Tomcat - ycraHOBKa

6. Shibboleth IdP - ycraHoBKa
7. X.509 ceprnpmurarbl

8. AyTeHTM(MKALMA NoNb30BaTenen
9. Tomcat - HacTpoAKa

10. Apache - HacTpo#Ka

11. Shibboleth IdP - nacTpolika
12. Perncrpauws pecypca

13. TecTHpoBaHHWe

14. 0bcnymmnBaHue

Inoccapvii

CcCbInKmn

1. BeBefeHune
NaHHaA MHCTPYKLUWA COLepXHT ONMCaHWe Npouecca YCTaHOBKW WM HacTpoikk Shibboleth Identity Provider (IdP) ans paGoTel B dhegepauru @EDUrUS. B WHCTPYKLWMK
pacCMaTPUMEEeTCA KOHKPETHLIW NPUMMep YCTaHOBKW B cpege Tomcat 6.0 W Apache 2.2 anA onepauMoHHoiA cucTemsl Debian 7.0 (wheezy) ¢ ucnonbzosanmnem
BHYTpeHHKX 00paboTurkoE ayTeHTHdWKaUMK, npegocTaenAemelx Shibboleth IdP. MHdopMaums o gpyrvx cueHapUA pPasBepTbiBaHMA CHCTEMEl NPEACTABNEeHa Ha
Shibwiki.

NpuMeyaHue

[ononHUTeN:HaA HHOOPMaLWMA NPpeacTasneHa Ha cTpaHuue Yoetanoeka Shibboleth Identity Provider pazgena caitta @EDUrus.

NnpuMevaHue

B cnyuae o6HOBNEHMA C NPeAbIAYILWX Bepcuid IdP 2.x, noxany#cTa, He CNoNk3YATE AAHHYK MHCTPYKUMID, 8 0BPaTHTECE K COOTBETCEYIOLEMY
pazgeny c uHdopMauMer No MUrpaLWK 1 0OHOBNEHKMID, SOCTYNHOMY Ha CTpaHvue YcTadoeka Shibboleth Identity Provider.

1.1. Mcnone3yemMeie 0D003HaYeHNA




« networking the networkers »

NEWS - EVENTS - ACTIVITIES - PUBLICATIONS

HOME

Welcome to TERENA

The Trans-European Research and Education Networking Association
offers a forum to collaborate, innovate and share knowledge in
order to foster the development of Intermet technology,
infrastructure and services to be used by the research and
education community.

News & Features

> B October 2013

Call for Papers for TNC2014 now open

» 1 October 2013

Register for the 2nd Network Architects workshop

* 1 October 2013

NRENum.net service policy and new global governance
> 1 October 2013

TF-NOC renews activities with new approach

> 1 October 2013

TF-CPR marks ten successful years with two more ahead
» 2 September 2013

THC2013 proceedings now available

Community News

» 7 Drtaher 2N13 3 hw ARNFS

Upcoming Events

#» 15-16 Oct 2013 » Malaga, Spain

TF-MNM

¢ 16-17 Oct 2013 * Malaga, Spain

TF-EMC2

» 11 Mov 2013 * Burlingame, California, United
States

REFEDS

¢ 13-14 Nov 2013 * Prague, Czech Republic

2nd Network Architects Workshop

* 14-15 Nov 2013 * Prague, Czech Republic

TF-NOC

> 1B-19 Nov 2013 » Strasbourg, France




Federations

Service Providers

Identity Providers

Support

Resources

License and Terms of use

Federations | Federations - EU Map | Federations - Information

Hungary, edulD.hu (HREF Federation)
India, INFED

Ireland, Edugate

Israel, ISRAGRID

Italy, IDEM

Japan, GakuNin

Latvia, LAIFE

Lithuania, Litnet Federation
Metherlands, SURFnet

Mew Zealand, Tuakiri New Zealand Access Federation

MNorway, FEIDE

Oman, OMAN_KID

Peru, TNCA

Poland, Poland Identity Federation

Portugal, RCTSaai

Russia, ®EDUrus AAL

Romania, RoEduNet Federation

Serbia, iAMRES

Slovenia, SIAmesAAI Slovenska izobraZzevalno raziskovalna federadja

South Africa, South African Identity Federation

Spain, SIR

Sweden, SWAMID

Switzerland, SWITCHaai

Turkey, YETKIM

UK, UK Access Management Federation for Education and Research

US, InCommon W




Identity Federations in production
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ScienceDirect

SUPPORT RESOURCES NEWS CONTACT US

ik Federated authentication through
Sranding OpenAthens / Shibboleth

Content
Subscriptions
OpenAthens
Set up
Since 2002, ScienceDirect has supported the Athens Access Management system.
Using Athens provides users with single sign-on access to numerous web-based
- services, and is widely deployed throughout the United Kingdom amongst the
* Mobile App Higher Education and Further Education communities and many National Health
» Customizing Service (NHS) trusts.

» Access & artide display

« ‘Accessibility Statement Over the years, Athens evolved to OpenAthens — and ScienceDirect's support for

. On / Off Campus Athens/OpenAthens changed accordingly. Since December 1%, 2012,
! ScienceDirect supports OpenAthens identity providers through the OpenAthens
Athens / Shibboleth federation and the UK Federation, which allows users to continue to use their
* Guest User (Open)Athens credentials in a Shibboleth environment. See the section on
« Preview Shibboleth below for more details.
» Related Articles

« Viewing Spedial Issues

* MuRimedia Compoucats shibboleth / SAML federations

For more information on OpenAthens , go to http://www.openathens.net/.

- PDF
_ ScienceDirect is an early adopter and vivid supporter of the Shibboleth family of
» Access for editors
: = architectures, policy sUuUCtures, and technologies that allow organizatons o
+ Searching & Linking exchange information about their users in a highly customizable, secure and

» Quick start tools privacy-preserving manner.




PECYPCbI, CN1YKbbl N CEPBUCHI
NOALEPAKNBAKOLLME SAML AYTEHTUPUKALUIKO

« ELSEVIER

« JSTOR

« EBSCO

 Thomson
Reuters

« Google Apps

e MS SharePoint

« Moodle

« BlackBoard




CokonoB AHpgpeun BnagnmupoBuv

3aMecTUTENb ANpPeEKTopa

HayuHas 6ubnunoteka um. M. 'opbkoro
CaHkT-lleTepbyprckuim rocygapCTBEHHbIN YHUBEPCUTET
andrew@lib.pu.ru

+7 (812) 328-95-46

[NopxayeB Bacunuun AnekcaHgpoBu-
pva@ibooks.ru
+7 (812) 7037620

CMACUBO!




